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Paznes | O0mme nosoxeHus

1. Hacrosmiass Mojenb yrpo3 6€30macHOCTH NEPCOHATBHBIX JaHHBIX MPU UX 00pabOTKe B
WH(POPMAIIMOHHBIX CHCTEMaX MEPCOHATbHBIX JaHHBIX MKJIOV Jlerckuii camx Ned «Marsin T.11.
Tepex (manee - Mogenb yrpo3) COIEPKHUT CUCTEMATU3UPOBAHHBIA MEPEUYECHb YIPo3
0€30MacHOCTH MEPCOHANBHBIX JaHHBIX MpH UX 00paboTke B MH(DOPMAILMOHHBIX CHCTEMaXxX
MEPCOHANIbHBIX JTAHHBIX.

Yrpo3pl  0€30MAaCHOCTH  MEPCOHANBHBIX  JAHHBIX  MOTYT  ObITh  OOYCJIOBIIEHBI
peIHAMEPEHHBIMHI WM HENPETHAMEPECHHBIMHU NEHCTBUSAMU (DU3MUECKUX JIHII, ACHCTBHUSIMH
3apyOeKHBIX CIELCITYX0 WM opraHu3auuii (B TOM 4YHCIE TEPPOPUCTUYECKHX), a TaKxKe
KPUMHUHAQJIBHBIX TPYNIUPOBOK, CO3JAIOIIMX YCIOBUS (NPEANOCBUIKM) JUIsl HapyLICHUS
0€30MacHOCTH TMEepPCOHANBHBIX HaHHBIX, KOTOpPO€ BeAeT K yuepOy J>XKU3HEHHO Ba)XKHBIX
MHTEPECOB JINYHOCTH, OOILIECTBA U FOCYAapCTBa.

Mogenb yrpo3 COIEpKUT MCXOJHBbIE JaHHbIE MO yrpo3aMm 0e30MacHOCTH IMEePCOHATbHBIX
JAHHBIX, 00pabaTeiBaeMbIX B WH(GOPMAIIMOHHBIX CHCTEMax MepcoHANbHBIX naHHbIX MK/IOY
Hetckuii can Ned «Mansimy r.11. Tepek (ganee - UCII/IH), cBsI3aHHBIM:

C MepexBaToM (ChEMOM) MEPCOHAIBHBIX JAHHBIX [0 TEXHUUYECKUM KaHajlaM C LENbI UX
KOIUPOBAHUS UM HEIIPABOMEPHOT'O PaCHpOCTPaHEHUS;

C HECaHKLMOHUPOBAaHHBIM, B TOM uHucie ciydailHeiM, goctynoM B WCIIIH ¢ nenbio
M3MEHEHUS, KOIUPOBAHUs, HEIIPAaBOMEPHOI'O PACIPOCTPAHEHUS MEPCOHAIBHBIX AAHHBIX WM
JNEeCTPYKTUBHBIX BoznedcTBuii Ha oanemeHtel MCIIJlH u oOpabaTeiBaeMbIX B HHX
MEPCOHANIBHBIX JAHHBIX C HCIOJb30BAHUEM MPOrPAMMHBIX W MPOTrPaMMHO-ANNapaTHBIX
CPEJICTB C LIEJIbI0 YHUUTOKEHUS WU OJOKHPOBAHUS IEPCOHATIBHBIX JAHHBIX.

2. Hacrosimas Mogens yrpo3 pazpaboTaHa B COOTBETCTBUHU C:

DenepaibabIM 3ak0HOM 0T 27.07.2006 N 152-P3 "O nepcoHalbHbBIX JaHHBIX '

nocranoBienueM llpaBurenbctBa Poccuiickoit @enepamuu ot 01.11.2012 N 1119 "O6
VIBEP)KJICHUU TpeOOBAaHMM K 3alUTe IEPCOHAILHBIX JAaHHBIX IIpU  HX 00pabdoTKe B
UHGOPMAIIMOHHBIX CHCTEMaX MEePCOHATbHBIX JIAHHBIX";

bazoBoit mMonenpio yrpo3 0€30MacHOCTH MEPCOHANBHBIX TAHHBIX MPU UX 00paboTKe B
WH(OPMALIMOHHBIX CHUCTEMax IEePCOHANBHBIX JaHHBIX, YTBEpkIeHHOW denepanbHOii
CITY»O0O0M MO TEXHUYECKOMY U AKCIIOPTHOMY KOHTpoJto 15.02.2008;

MeTtoaukoii onpeaeneHusl akTyalbHbIX YIpo3 0€30MacHOCTH MEPCOHANBHBIX JTaHHBIX MPH
ux o00paboTke B HH(OPMALMOHHBIX CHCTEMax IEPCOHAJIbHBIX JAHHBIX, YTBEPXKJIECHHOU
®denepanbHO cayk00i 10 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTpouro 15.02.2008.

3. C mpumenerreM MoJienu yrpo3 permarTcs CIeaYoIure 3a1a4u:

1) pa3spaboTka dYacTHBIX MoOJENeil yrpo3 O€30MacHOCTH MEPCOHANBHBIX JAaHHBIX B
koHKpeTHbIX MCII/IH ¢ ydyeromMm uX Ha3HaueHUs, YCIOBUH M  OCOOEHHOCTEH
(GyHKIIMOHUPOBAHHS,

2) ananu3 samumieHHocTH MCIIJIH oT yrpo3 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX B
XOJIe OpraHM3allMM ¥ BBHIMOJHEHUs padoT Mo obOecreueHHro Oe30MacHOCTH MEePCOHATbHBIX
JTAaHHBIX;

3) pa3paboTka CHCTEMBI 3allUTHl  TEPCOHAJBHBIX  JaHHBIX, OOECIIeYHBAaIOIICH
HEUTpanu3auio MpeanojaraéMplXx yrpo3 ¢ UCIOJb30BAHUEM METOOB M CHOCOOOB 3aIUTHI
MEPCOHAJIbHBIX JIAHHBIX, MNPEAYCMOTPEHHBIX Mg cooTBercTByromero kimacca WCII/H;
MIPOBEICHUE MEPONPUATUHN, HANPABICHHBIX HAa MPEAOTBPAIEHHWE HECAHKIIMOHMPOBAHHOIO
JocTyna K TEpCOHaJbHBIM JaHHBIM M (WIM) Mepelayd MX JIMlaM, He HMEIOLIUM IpaBa
JOCTyTa K Takoi uHpopMaIuu;

4) HemomyineHue Bo3aeHcTBUSA Ha TexHndeckue cpeacrsa MCII/IH, B pe3yapTate KOTOPOTO
MO3KET OBITh HAPYIIEHO UX (HYHKIIMOHUPOBAHHE;

5) KOHTPOJIb 00ecTIeueH s YPOBHS 3alIMIICHHOCTH MEPCOHATBHBIX JTaHHBIX.

4. B Hacrosuieit Moaenu yrpo3 HUCIOb3YIOTCS CIEAYIONINE TOHATHUS:

1) Ge30macHOCTh TMEPCOHATBHBIX JAHHBIX - COCTOSHHE 3allUINCHHOCTH MEePCOHATBHBIX
JTAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTBIO TOJIb30BaTENEeH, TEXHUUYECKUX CPEICTB U
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MH(POPMALIMOHHBIX TEXHOJOIMH o0ecrneduTh KOH(UICHLIUANIBbHOCTh, LEJIOCTHOCTh U
JOCTYITHOCTh TEPCOHANBHBIX MAHHBIX MpU UX 00paboTke B HMH(OPMAIIMOHHBIX CHCTEMAax
NEPCOHANBHBIX JAHHBIX;

2) OJOKMpOBaHWE TIEPCOHATBHBIX JaHHBIX - BPEMEHHOE TIpeKpalleHue cOopa,
cUcTeMaTHU3allui, HAaKOIUICHUs, UCII0JIb30BaHUs, PACIIPOCTPAHEHHS IEPCOHANIBHBIX JJAHHBIX, B
TOM YHCJIE UX MepeIayuu;

3) BpemOHOCHAs IporpaMMa - IporpamMma, MpeAHa3HA4YeHHAas ISl OCYIECTBIICHUS
HECAaHKIIMOHUPOBAHHOTO JOCTyNa W (WMJHM) BO3ACHCTBHS Ha TMEPCOHAIBHBIC JAHHBIC WU
pecypchl HHGOPMALIMOHHOM CUCTEMBI IEPCOHANIBHBIX TaHHBIX;

4) BCIIOMOTaTeNIbHbIE TEXHHUYECKHE CPEICTBA M CUCTEMbl - TEXHHYECKHE CpEACTBA M
CHCTEMBl, HE IpeJHa3HaueHHbIC U Iepefaud, oOpabOTKM M XpaHEHUs MEePCOHAIBHBIX
JAHHBIX, YCTaHABIMBAaEMbIE COBMECTHO C TEXHMYECKHMMH CPEICTBAMH M CHCTEMaMH,
IpeJHAa3HAYCHHBIMU JUUIs1 0OpaOOTKM NEPCOHANBHBIX JaHHBIX, WK B IOMEUICHUSAX, B KOTOPBIX
YCTaHOBJICHBI HH(POPMALIMOHHBIE CUCTEMBITIEPCOHAIBHBIX IaHHBIX;

5) Hoctym B ONEpalMOHHYI Cpeny KomIbloTepa (MHGOPMAIMOHHON  CHCTEMbI
NEPCOHANBHBIX JIaHHBIX) - MOJYYEHHE BO3MOXKHOCTH 3allyCKa Ha BBIIOJHEHHME INTATHBIX
KOMaHJ, (yHKIMH, Npoueayp ONEepalMOHHONM CUCTeMbl (YHHYTOXKEHUS, KOINUPOBAHMS,
NepeMEeIEHHs U T.I1.), UCTIOHAEMBIX (aiijIOB MPHUKIIATHBIX POTPAMM;

6) noctym Kk HH(OPMAIHHK - BOBMOKHOCTD IOJTy4eHHsT HHOPMAIIMH U €€ UCTIOIb30BaHUS,

7) 3ammmaemas uHGopManus - HHGOPMAILUS, SBISIONIASICS MTPEAMETOM COOCTBEHHOCTH
U [oJuleXxalas 3alluTeé B COOTBETCTBMM C TpeOOBaHMSMU IPABOBBIX AaKTOB WU
TpeOOBaHUSMH, YCTAaHABINBAEMBIMU COOCTBEHHUKOM MH(POPMAIINH;

8) undopmaTuBHbIit CUTHAII - DIIEKTPHUYECKHUE CHUTHAJIBI, aKyCTHYECKHE,
9JIEKTPOMArHuTHbIE W Jpyrue (U3n4ecKue Mojs, MO MapaMeTpaM KOTOPhIX MOXET ObITh
packpbiTa KoH(pUIeHIHANbHAs WHpOpMaIus (MepCcoHATIbHBIE JTaHHbBIE), oOpabaThiBacMasi B
UH(POPMALIMOHHOM CUCTEME MEPCOHANIBHBIX JIaHHBIX;

9) wuHpOpPMaIMOHHAs CUCTEMA MIEPCOHATBHBIX JaHHBIX - 3TO HH()OPMALMOHHAS CHCTEMA,
IpeCTaBIsIomas co00l COBOKYIHOCTh IEPCOHANbHBIX JAHHBIX, coJepKaluxcs B 0Oase
JAHHBIX, a TaKXe WH(OPMAIMOHHBIX TEXHOJIOTUH W TEXHUYECKHUX CPEACTB, MO3BOJSIONIMX
OCYILLIECTBIIATh 00pabOTKY TaKMX IMEPCOHATBHBIX JaHHBIX C HCIOJIb30BAHUEM CPENICTB
aBTOMATH3AIMH WK 0€3 HCIIOIb30BaHHS TAKUXCPEICTB;

10) uHpOpMAMOHHBIE TEXHOJOTHH - MPOLECCHl, METOIBI MOHCKa, cOOpa, XpaHEHHS,
00paboTKH, MPEIOCTABICHUS, PACIPOCTPAHEHUSI WH(OPMAIIMHA M CIIOCOOBI OCYIIECTBIICHUS
TaKUX MPOLECCOB U METO/IOB;

11) ucTouHUK yrpo3sl Oe30macHOCTH MHMOpPMANUK - CYOBEKT JOCTYIA, MaTepUAbHBIH
00BEeKT WM (PU3MUECKOe SBIICHHWE, SBISIONIMECS TPHUYUHONW BO3HUKHOBEHHUS YTPO3BI
6e30macHOCTH HH(pOpMaLNY;

12) xoHTpoimMpyemMas 30HAa - 3TO TPOCTPAHCTBO, B KOTOPOM  HCKIIFOYECHO
HEKOHTPOJIMpYeMoe TNpeObIBaHUE COTPYAHMKOB OIEpaTopa, HWHBIX JHUI M IOCTOPOHHHUX
TPAHCHOPTHBIX, TEXHUYECKUX M HHBIX MaTE€PHUAIbHBIX CPEJICTB;

13) xOH(DUAECHIIMATBHOCTh MEPCOHATBHBIX JAHHBIX - 00sM3aTeIbHOE ISl COOJIOACHHS
OTIepaTOPOM WIJIM MHBIM TMOJYYUBIIAM JIOCTYII K IEPCOHAIBHBIM JAHHBIM JIMIIOM TpeOOBaHUE
HE JIONyCKaTh MX PacHpoCTpaHeHHUs Oe3 corjacus CyObeKTa MEepPCOHATbHBIX TaHHBIX MU
HAJIMYHS HHOTO 3aKOHHOTO OCHOBaHUS;

14) wapymmTenb 0€30MacCHOCTH MEPCOHATBHBIX JAHHBIX - (PU3WYECKOE JIUIO, CIy4aiHO
WIIN TIPeTHAMEPEHHO COBEpIIAOIIee JIEHCTBHSA, CIEACTBAEM KOTOPBIX SBIISCTCS HapyIICHUE
0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX NPU HMX OOpabOTKE TEXHWYECKHMMHU CpEJICTBAMU B
WH(POPMAIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JTaHHbBIX;

15) HecaHKIIMOHMPOBAHHBIA JOCTYN (HECAaHKIIMOHMPOBAHHBIC EWCTBHSA) - JOCTYI K
UHPOpPMAIIMK WM JEHCTBHS ¢ WHPOpPMAIMEH, OCYIIECTBIIEMbIe C HApYIICHHEM
YCTAQHOBJICHHBIX MpaB U (MJIM) MpaBHJI JOCTyNa K HH(GOpPMaluu WM ACUCTBUH C HEH ¢
NPUMEHEHHEM IITATHBIX CPEICTB WH(OPMAIIMOHHON CUCTEMBI WIIH CPEJICTB, aHAIIOTUYHBIX UM
10 CBOUM (YHKIIMOHATILHOMY MPEHA3HAYCHHUIO U TEXHUUECKUMXapaKTepUCTHKAM;

16) HocuTens nHPOPMAIMH - PU3HYECKOE JIUIO WA MaTePHATIbHbIA 00BEKT, B TOM YHCIIe
¢u3uueckoe mnoyie, B KOTOPOM HH(POpPMALUs HAXOAUT CBOE OTPAKEHUE B BHUJE CHMBOJIOB,



00pa30B, CUTHAJIOB, TEXHUYECKUX PEUICHUH U MPOLECCOB, KOJMYECTBEHHBIX XapaKTEPUCTHK
(U3HYECKUX BEIIUYUH;

17) mepexBar wuHbOpMAIMK -  HEMPABOMEPHOE  MMOJydeHHE  HH(POPMAIUU  C
UCITIOJIb30BAHUEM TEXHUYECKOTO CpEACTBA, OCYIIECTBISIONIETO OOHAapyKeHHe, MpHUeM |
00paboTKy HMH(GOPMATHBHBIX CUTHAJIOB;

18) mno0OuYHBIE DIEKTPOMATHUTHBIC W3IYYCHHS M HABOJKH - JJIEKTPOMArHUTHBIC
U3JIY4YEHUs TEXHUYECKUX CPeACTB 00pabOTKH 3aIuuinaeMoi HH(OpMaIMK, BO3HUKAIOIINE KaK
no0OYHOE SIBIICHHME W BBI3BAHHBIC DJICKTPUUYECKMMHU CHUTHAJIAMH, JACHCTBYIOIIMMU B HX
3JIEKTPUUECKUX U MAarHUTHBIX LIETISIX, a TAKXKe IEKTPOMarHuTHbIE HABOAKH 3THX CUTHAJIOB Ha
TOKOIIPOBOISAIINE JIMHUY, KOHCTPYKIIUU U LIENHU TUTAHUS,

19) monb3oBarens HMHGOPMAILMOHHON CHUCTEMbI IEPCOHANBHBIX JIAHHBIX -  JIHIIO,
y4yacTByioliee B (PYHKIIMOHUPOBAHMH HH(POPMALMOHHON CHUCTEMBI MEPCOHAIBHBIX JIAHHBIX
WX UCTIOJb3YIOIIeepe3yIbTaThl €€ PYHKIIMOHUPOBAHMS;

20) mporpamMmMHOe (mporpaMMHO-MaTEMaTHYECKOE) BO3/IEIICTBUE -
HECaHKIIMOHMPOBAHHOE BO3/JCHCTBUE HAa pecypchl aBTOMATH3UPOBAHHON HMH(OpMAIMOHHON
CHCTEMBI, OCYIIECTBIISIEMOE C MCIIOJIb30BAaHHEM BPEJOHOCHBIX IPOTPaMM;

21) cpencrBa BBIYHCIHTENIBHON TEXHUKH - COBOKYIHOCTH NMPOTPAMMHBIX M TEXHUYECKHX
AIIEMEHTOB CHUCTEM 00pabOTKHU AAHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSTEIILHO HITH
B COCTaBe JPYTUXCHCTEM;

22) TEXHMYECKHE CpeAcTBa HMH(MOPMALMOHHONW CHUCTEMbl IEPCOHAIBHBIX JAHHBIX -
CpEeICTBA BBIUMCIINTEILHOM TEXHUKU, MH(POPMALIMOHHO-BBIYNCIIUTEIbHBIE KOMIUIEKCHI U CETH,
CpeACTBa M CUCTEMBI IIepe/laur, MpuemMa U 0O0pabOTKH MEepCOHATBHBIX TaHHBIX (CpPEeACTBAa U
CHUCTEMBl 3BYKO3allMCH, 3BYKOYCHJICHMS, 3BYKOBOCIPOM3BEAEHHUS, IE€PETOBOPHbIE U
TEJIEBU3MOHHBIE YCTPOMCTBA, CPENCTBA W3TOTOBIICHUS, THPAKUPOBAHUS JOKYMEHTOB U
Jpyrue TeXHUYECKUe CpelcTBa OOpabOTKU peuyeBOi, rpauueckoil, BHICO- U OYKBEHHO-
udpoBol MHPOPMAIMK), TPOTPAMMHBIC CpPEICTBA (ONEPANMOHHBIC CUCTEMBI, CHCTEMBI
ylnpaBiieHus: 0a3aMy JTaHHBIX U T.I1.), CPEACTBA 3AIIUTHI HHPOPMALIUY;

23) TeXHWYECKHH KaHAJl yTeYKH MH(POPMAIMH - COBOKYIMHOCTh HOCUTENS WH(OpManuu
(cpencTBa 00pabOTKM), PU3MUECKONW Cpeabl PACIPOCTPAHCHUSI MH(OPMATHBHOTO CHUTHAJA U
CPEICTB, KOTOPBIMU J100bIBaETCS 3aliuiaeMas HHpopManus;

24) yrpo3sl 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX - COBOKYITHOCTh YCJIOBHUH U (paKTOPOB,
CO3JIAIOIIMX OINACHOCTh HECAHKIMOHWPOBAHHOIO, B TOM YHCIE CIy4ailHOro, IOCTyHa K
NEPCOHATBHBIM JAaHHBIM, PE3yJIbTaTOM KOTOPOTO MOXET CTaTh YHHUYTOXXCHHE, W3MEHEHHE,
OJIOKMpOBaHKE, KOMHMPOBAHUE, PACHPOCTPAHEHUE NEPCOHANBHBIX JaHHBIX, @ TaKXKe HMHBIX
HECaHKIMOHMPOBAHHBIX JEHCTBUII MNpu uX 00paboTke B MHPOPMALMOHHOW CHUCTEME
NEPCOHAITBHBIX JaHHBIX;

25) YHHYTOXXCHHE TMEPCOHAJBHBIX [aHHBIX - JCHCTBUS, B pe3yJbTare KOTOPBIX
HEBO3MO)XHO BOCCTAHOBHTBH COJIEp)KAaHHWE TMEPCOHAIBHBIX JAHHBIX B HH(OPMAIIMOHHON
CHCTEME NEepPCOHANbHBIX JIAHHBIX WM B PE3yJIbTaTe KOTOPHIX YHHUTOXAIOTCS MaTepHaIbHbIE
HOCHUTEITN MIePCOHAITBHBIX TAaHHBIX;

26) yreuka  (3ammmiaemMoit)  MHGOpPMAIMK 1O  TEXHHYECKHM  KaHamaMm -
HEKOHTPOJIMPYEMOE PACIpOCTpaHeHNE HH(DOPMAITUN OT HOCUTEIS 3alllMIIaeMoi WHPOpMaIuu
yepe3 (U3MUECKYI0 Cpely [0 TEXHHYECKOTO CpE/ICTBA, OCYIIECTBIIAIONIETO IepexBar
nH(popMaLnu;

27) ya3BUMOCTh MH(OPMAIIMOHHOW CHCTEMBI NMEPCOHANBHBIX JTAHHBIX - HEJIOCTATOK WIIN
ciaboe MeCTO B CHCTEMHOM WJIM TPHKJIAIHOM IMPOTPaMMHOM (TIPOTpaMMHO-AIIapaTHOM)
o0ecreyeHn aBTOMAaTU3MPOBAHHOW HWH(POPMALMOHHOW CHCTEMBI, KOTOpPbIE MOTYT OBITh
UCTIOJIB30BaHBI JIJISl pealTu3alliil YIPo3bl 0€30MaCHOCTH TIEPCOHANBHBIX JTaHHBIM;

28) 1enocTHOCcTh MH(GOPMALMH - COCTOSHUE WH(OPMAIMU, NMPH KOTOPOM OTCYTCTBYET
mroboe ee wW3MEHeHHe 00 WM3MEHEHHE OCYIIECTBISIETCS TOJBKO IpeIHAMEPEHHO
CcyObeKTaMu, UMEIOIIMMHU Ha HEroIpaso.

Paznen |l Kinaccndpukanus u MCX0AHbIN YpOBeHb 3a1UIIEHHOCTH HHGOPMALIMOHHBIX
CUCTEMIICPCOHAIBHBIX TaHHBIX



5. CoctaB u cojaepkaHHe yrpo3 OE30MaCHOCTH MEPCOHANbHBIX TaHHBIX OMpEeIeseTcs
COBOKYITHOCTBIO yCTIOBHI U (DaKTOPOB, CO3JAIOMIMX OMACHOCTh HECAHKIIMOHHPOBAHHOTO, B
TOM YHCJIE CIy4YailHOTO, JOCTYIAa K MEPCOHATbHBIM JaHHBIM.

COBOKYIMHOCTh TaKUX YCJIOBUH U (aKTOpPOB (HOPMUPYETCS C YYETOM XapaKTEPUCTHK
NCTIIH, cBOMCTB cpebl (ITyTH) pacpOCTPaHSHUSI HHPOPMATUBHBIX CUTHAJIOB, COJIEPKAIINX
3amuUIaeMyo HHHOPMAIIHUIO, U BO3MOKHOCTEH HCTOYHUKOB YTPO3BI.

6. B 3aBucumocTH OT ueneil u coaepkaHuss 0OpabOTKM MEpPCOHANBHBIX JIAHHBIX
ocymiectBisiercs nx oopadorka B UCII/[H pa3nudHbIX THIIOB.

7. UCIT1a o0beauHs0T 0000IICHHBIC XapaKTEPUCTHKHU:

no crpykrype MCIIIH: nokanbHble WHGOPMAIMOHHBIE CHCTEMBl U paclpeesieHHbIC
MH(OPMaILMOHHBIE CUCTEMBI,

M0 HAIMYUIO TOAKIIOYEHUH K CETSIM CBS3M OOILEro MOJb30BaHUs W (WIH) CETSIM
MEXIYHAPOJAHOTO HH(OPMALMOHHOTO OOMEHa: CHCTEMbI, HMEIOIINE MOJIKIIOYCHUs, |
CUCTEMBI, HE HMMCIOIIHNE IMOAKIIOYCHUN;IO PEeXUMY O0OpaObOTKH IMEPCOHATBHBIX JTAHHBIX B
nH(}OPMaLIMOHHON cUcTeMe MH(OPMAaLIMOHHBIE CUCTEMbI: MHOT'OII0JIb30BATEIbCKUE;

M0 Pa3rpaHUUYCHHUIO MPaB JOCTyMNa IOJIb30BATENICH: CUCTEMBI C pa3rpaHUYCHUEM

npaB paoctyna. Bece texnumueckue cpeacrBa MCIIJlH HaxoasTcs B mpenenax

Poccuiickoit @enepanuu.

8. B 3aBHCHMOCTH OT TEXHOJIOTHH, COCTaBa W XapaKTEPUCTUK TEXHUYCCKUX CPEIICTB
UCTI/JH, a Takke OMacHOCTH pealu3alud Yrpo3 0e30MacHOCTH MEPCOHANBHBIX NaHHBIX U
HACTYIUICHUSI TIOCTIEACTBUN B pe3y/bTaTe HECAHKIIMOHUPOBAHHOTO WJIM CIYy4alHOTO JOCTyIa
Bce UCII/In moxHO knaccudunupoats kak cneayromue tTumnsl UCI/Ix:

nokanbHbie UCII/IH, He nMeromue MOAKIIOYCHHE K CETSAM CBS3U OOIIETO MOJb30BaHUS U
(unu) ceTsM MeXIyHapOAHOTO HH(GOPMAIMOHHOTO OOMEHa;

pactipeaenennbie  MCII[IH, He uMeEMOIIME MOAKIIOYEHHE K CETSIM CBA3M OOIIEero
MOJIb30BaHUA U (WJIM) CETAM MEXIYHApOAHOTO HH(GOPMAIMOHHOTO 0OMEHa.

9. HUcxonuserii ypoBeHb 3amuiieHHoctd VCII/IH ompeneneH kak cpeiHuid, Tak Kak He
Mmenee 70% xapakrepuctuk UCIIJIH cOOTBETCTBYIOT YPOBHIO HE HUXKeE "cpeaHuil”.

[Toxazarenu wucxoxnoy 3amumieHHoctd WCII/In onpenenenst B Ilpunoxenun 1
Hacrosumet Moaennyrpos.

Paznen 11 Knacendukanus aktyaabHbIX YIpo3 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX

10. BO3MOXXHOCTM  HCTOYHHKOB  yrpo3  0€30MacHOCTH  MEPCOHAIBHBIX  JaHHBIX
00yCJIOBIEHBl COBOKYIHOCTBIO CIOCOOOB HECAHKIIMOHMPOBAHHOTO WU (WJIM) CIIy4ailHOroO
JocTynla K TIEpCOHAJBHBIM JIaHHBIM, B pE3yJlbTaT€ KOTOPOTO BO3MOYKHO HAapyLIEHUE
KOH(QUIEHIIMAIBHOCTH (KOMMPOBaHHUE, HENPABOMEPHOE pPaclpOCTPaHEHHE), LETOCTHOCTH
(YHMUYTOXEHHE, U3MEHEHHUE) U TOCTYMHOCTH (OJIOKHMPOBaHKE) IEPCOHATBHBIX JTAHHBIX.

VYrpo3a 0e30macHOCTU MEPCOHATBHBIX JIaHHBIX peau3yeTcsi B pe3yibTare oOpa3oBaHUs
KaHaja peaJn3alli Yrpo3bl O€30MacHOCTH MEPCOHAJBHBIX JAaHHBIX MEX]Y HCTOUYHHUKOM
yrpo3bl M HOCHUTEJIEM (MCTOYHMKOM) MEPCOHANbHBIX JAHHBIX, YTO CO3JAeT YCIOBHUS IS
HapylIeHHUs 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX (HECAHKIIMOHUPOBAHHBIM WM CITydallHbIN
JIOCTYTI).

11. [Ipu oOpabGoTke mnepcoHaNbHBIX JaHHBIX B JoKalnbHbIX MCII/IH, He wumeromux
MNOJKJIIOUYEHUS] K CETAM CBA3M OOINEro IOJIb30BaHUS M (MJIM) CETAM MEXIYHapOIAHOTO
UH(POPMALIMOHHOTO OOMEHa, BO3MOXHA pealnu3alus CIEAYIOIIHUX Yrpo3 0e30MacHOCTH
NIEPCOHAIBHBIX JTAHHBIX:

1) yrpo3sl yTeuku HHGOPMAIIUH MO0 TEXHUIECKUM KaHalaM;

2) yrpo3sl  HECAaHKIMOHUPOBAHHOTO  JIOCTYHa K  IEPCOHAIBHBIM  JAHHBIM,
o0OpabaTbiBaeMbIM Ha aBTOMAaTU3HPOBAHHOM paboueM MecCTe.

12. Yrpo3sl yreuku HHPOpPMALIUH 110 TEXHUYECKUM KaHajlaM BKJIIOYAIOT B ce0s:

1) yrpo3sl yTeUKH aKyCTHYECKOM (peueBoi) nHdopmaruu;

2) yrpo3sl yTeUKU BHIOBOH HH(OpMAIINH;

3) yrpo3sl yTeuku MHOOPMAIUK MO0 KaHAy MOOOYHBIX 3JIEKTPOMATHUTHBIX U3JIyUYCHHH WU

HaBOJIOK.



13. BoO3HUKHOBEHWE YIrpo3  yTEUKH  aKyCTHYeCKOoW  (pedeBoil)  wmHOpMaIu,
coJiepalieiicss HemoCPeICTBEHHO B Mpou3HocuMon peun noiabs3oBarenss UCIIIH, BO3MOXHO
NPy HATMYMK (YHKIMI TOJI0COBOTO BBOJIa MepcoHANBbHBIX MaHHBIX B WCIIJIH unu dhyHKIMiA
BOCIPOM3BEIEHUS IIEPCOHAIBHBIX JAHHBIX aKycTHUYecKUMHU cpenctBamMu MCIT/IH.

14. Peanuzanust yrpo3bsl yT€UKH BHJIOBOM HMH(GOpMalMKd BO3MOKHA 3a CYET MPOCMOTpa
UH(POPMALIUU C TIOMOMIBIO ONTHYECKUX (ONTHKOIEKTPOHHBIX) CPEJCTB C HKPAHOB JIUCILICEB
U JPYTUX CPEICTB OTOOpPaKEHHUsSI CPEACTB BBIYMCIUTENBHON TEXHUKHU, UH(GOPMAIMOHHO-
BBIUMCIUTEIFHBIX KOMIUICKCOB, TEXHUYECKUX CPEACTBa 00paOOTKH TpaduyecKoid, BHIECO U
OykBeHHO-1IM(poBOI MHPOpManHH, BXoasawmx B coctaB UCIIIH.

15. Yrpo3sl yreukn nHGOpMAIUHU 10 KaHATYy MOOOYHBIX AIEKTPOMArHUTHBIX U3ITy4EeHUH U
HABOJIOK BO3MOJKHBI M3-32 HAJWYMS HJIEKTPOMATrHUTHBIX U3JIy4€HUH, B OCHOBHOM, MOHUTOPA
U CUCTeMHOro 0J0Ka KoMIbioTepa. OCHOBHYIO OMACHOCTh MPEACTABISAIOT YTPO3bl YTEUKH H3-
3a HAJIMYUS AJIEKTPOMATHUTHBIX U31yYEHU MOHUTOPA.

16. Yrpo3bl HecaHKIHOHHpPOBAaHHOTO joctyma B JokanbHbIX WCIIJIH cBsi3aHbl C
JNeUCTBUAMHU Hapymurenen, umeromux aoctyn Kk MCII/IH, Bkitoyas nonb3oBareneit UCIT/IH,
peanuzyronux yrpo3sl HenocpeactBeHHo B MCII/IH, a Takke HapymuTtened, HE UMEIOIINX
noctyna Kk UCII/IH, peanu3yromux yrpo3sl U3 BHEIIHUX CETEH CBSI3U OOIIETo MOJIb30BAHUS U
(unm) ceTelt MeXIYHapOIHOTO WH(OPMAIIMOHHOTO OOMEHa.

17. Yrpo3sl HecankimonupoBanHoro jaocrtyna B WCII[IH, cBs3aHHBIE € JEUCTBUSIMU
Hapymurenei, umeromux noctyn k UCIT/IxH, BriarovaroT B ces:

1) yrpo3ssl, peanu3yembie B XOJI€ 3arpy3KH OINEPAlMOHHON CHCTEMbI U HAIpPaBJICHHBIC Ha
nepexBaT maposield Wik uIeHTU(PUKATOpOB, MOAUUKALIMIO 0a30BOM cHCTEMBI BBOJ1a/BbIBO/IA
(BIOS), nepexsart yrnpaBieHUs 3arpy3Koii;

2) yrpo3sl, peaar3yeMble MOCIE 3arpy3Kd OMEPaIMOHHON CHUCTEMbl U HAIlPABJICHHBIC Ha
BBINIOJIHEHNE HECAaHKIMOHUPOBAHHOTO JOCTYNa C NPUMEHEHHEM CTaHIAPTHBIX (YHKIUH
(yHUYTOXXEHHE, KOMMPOBaHUE, epeMelieHne, GopMaTUpoBaHue HocUuTelae MHPopMaIu U
T.II.) OMNEPAIMOHHOW CHUCTEMBbI WJIM KakKoW- JMOO TMPHUKIATHON MpPOrpaMMbl (HampuMmep,
CUCTEMbl YIpaBlIeHHs Oa3aMU [aHHBIX), C MPUMEHEHHEM CIEIUAIbHO CO3JAHHBIX [
BemmosiHeHust HCJ mporpamMm (mporpamMm HpocMoTpa W MOAM(UKALMU peecTpa, MOUCKa
TEKCTOB B TEKCTOBBIX (aiiyax u T.II.)

3) yrpo3bl BHEPEHHSI BPEOHOCHBIX TIPOTPaMM.

18. Yrpo3bl HecaHKIIMOHUPOBAHHOTO JocTyna B JokaabHbIX CIT/IH BKIIOYarOT B ceOsi:

1) yrpos3el "AHamu3a cereBoro Tpaduka"' ¢ mepexBaToOM IepenaBaeMol MO JIOKaTbHOW
ceTH uHpOpMaluy;

2) yrpo3bl BBISBICHUS TAPOJICH;

3) yrpo3bl yIaleHHOTO 3ayCcKa MPHI0KESHHH;

4) yrpo3bl BHEIPEHHSI TIO0 CETH BPEIOHOCHBIX MTPOTPAMM.

Paznen IV Yrpo3sl yreukn nHGOpMaIK 10 TEXHUYECKUM KaHajaM

19. OcHOBHBIMH 3J€MEHTAMH OIHMCAHHS Yrpo3 yTEUYKH WH(POPMAIMU TIO0 TEXHHYECKHM
KaHaJlaM SIBJIIFOTCSI: MCTOYHHMK YIpo3bl, cpeaa (MyThb) pacnpocTpaHeHUs WH(POPMATUBHOTO
CUTHAJIa U HOCUTEJIb 3allUIIaeMOoil HHPOpMaIIH.

20. VctoyHukamMu yrpo3 yTeuykd HHGPOpMAalMK IO TEXHUYECKMM KaHajaM SBIISIOTCS
¢uznueckuenuna, He umeromue aoctyna k MCII/IH, a Takxke 3apyOexHbIe CIIEeLCTy>KObl HIN
opraHuzani (B TOM YHCIIE KOHKYPHPYIOIIHME WIH TEPPOPUCTUYECKUE), KPUMHUHAIbHBIE
TPYNIUPOBKH, OCYUIECTBIAIOIIME TMepexBaT (cbeM) HHPOpMAMU C HCIOIb30BAaHHEM
TEXHUYECKHUX CPEJICTB €€ PEerucTpaluu, npueMa win ¢GororpapupoBaHus.

21. Tlpu ob6pabotke mepcoHanbHbIX naHHBIX B MCII/IH 3a cuer peanu3any TEXHUYECKHX
KaHaJIOB YTEYKH MH(OpMalMy BO3MOXKHO BO3HHKHOBEHHUE CJEAYIOIIMX YIpo3 O€30MacHOCTH
NEPCOHAIBHBIX JaHHBIX:
1) yrpo3sl yTeUKH aKyCTHYECKOM (peueBoi) nHdopmaruu;
2) yrpo3sl yTeUKU BHIOBOH HH(OpMAIINH;
3) yrpo3 yreuku MHGOPMALMHU MO0 KaHAlIaM MOOOYHBIX 3JEKTPOMATHUTHBIX H3IyUYCHHH U
HaBOJIOK.

22. BO3HMKHOBEHHE YIrpo3  YT€YKH  aKyCTHUeCKoW  (pedeBoil) wHQopmanuy,

cojJiepalieiicss HeMmOCPEICTBEHHO B Mpou3HocuMon peun noiabs3oBarens UCIIIH, BO3MOXHO



NPy HATMYMK (YHKIMI TOJI0COBOTO BBOJIa MepcoHANBbHBIX MaHHBIX B WCIIJIH nnu dhyHKIMiA
BOCIPOM3BEIEHUS IIEPCOHAIBHBIX JAHHBIX aKycTHuYeckUMHU cpenctBamu MCITJIH.

23. TlepexBaT axkycTHYecKOW (pedyeBoil) WHGOPMAIMK BO3MOXKEH C HCIOJIb30BaHUEM
anmaparyphbl, perHCTPUPYIOLIEH aKyCcTHUECKUE (B BO3/AyXe) U BUOPOAKYCTHUECKHUE (B YIPYTUX
cpelax) BOJIHBI, a TakK)Ke JJIGKTPOMArHUTHBIE (B TOM YHCIE ONTHYECKUE) HU3ITy4eHHUS U
AIIEKTPUUYECKUE CUTHAJBI, MOJAYJIUPOBAaHHBIE MH(MOPMATUBHBIM aKyCTHUECKHM CHUTHAJIOM,
BO3HUKAIOIIIKE 32 CUET MPeoOpa3oBaHuil B TEXHUUECKUXCPEACTBaX 00pabOTKU MepCOHATbHBIX
JAaHHBIX, BCIIOMOTATEJIbHBIX TEXHUYECKUX CPEICTBAX U CHUCTEMAX M CTPOUTEIbHBIX
KOHCTPYKIUSX U  WHXCHEPHO-TEXHMUYECKUX  KOMMYHHUKAIMSIX TMOJ  BO3JCHCTBHEM
aKyCTMUYECKHX BOJIH.

[lepexBar akyctudeckoil (peueBoi) MH(OpPMALMU TakkKe BO3MOXKEH C HCIOJIb30BaHUEM
CHEUMATbHBIX 3JEKTPOHHBIX YCTPOHCTB CbheMa peueBod HHGOpMAIMHM, BHEIPEHHBIX B
TEXHUUYECKHUE CpeAcTBa 00pabOTKMU MEPCOHAIBHBIX JaHHBIX, BCIOMOTaTEIbHbIE TEXHUUYECKHE
CPEJCTBA U CUCTEMBI U ITOMEILIEHUS WM MTOJIKJIFOUEHHBIX K KaHajaM CBSI3U.

24. B UCIIH ¢yHKIIMA TOJOCOBOTO BBOAA MEPCOHAIBHBIX JAaHHBIX WU (YHKIIUH
BOCIPOM3BEICHUS NIEPCOHAJIBHBIX JaHHBIX AKyCTUYECKHUMH CPEACTBAMH OTCYTCTBYIOT.

BepostHocTh peanuzanyiii  Yyrpo3bl YTEUKH aKyCTHYecKoW (peuyeBoil) uHbopMauuu
onpejiesieHa KaKk MaJlOBEpOsiTHAs, BO3MOXKHOCTh peajl3allud Yrpo3bl SBISETCS HU3KOM,
MOKa3aTelb OMAaCHOCTH YIPO3bl - HEAKTyabHasl.

25. Yrpo3sl yTeUKH BHIOBOM HMHGOpMAIMM pEaTu3ylOTCS 3a CYET IPOCMOTpa
NEPCOHAIbHBIX JIaHHBIX CIIOMOIIbIO ONTHYECKUX (ONTHUKOAIEKTPOHHBIX) CPEACTB C IKPAHOB
JMCIIJIEEB U JPYTUX CPEICTB OTOOpaKeHHs CPEICTB  BBIYMCIUTENBHON  TEXHMKH,
UH(POPMALMOHHO-BBIYMCIUTENBHBIX ~ KOMIUIEKCOB, TEXHHUYECKHX CPEICTB  00paboOTKH
rpaduueckoil, Buneo - u OykBeHHO-1IM(ppoBoil nHpopmanuu, Bxoaauux B coctaB UCIT/Ix.

[Tpocmotp (perucrpanusi) NEPCOHATBHBIX JAaHHBIX TaKXKE BO3MOXKEH C HCIOJb30BaHUEM
CHeLHAIbHBIX 3JEKTPOHHBIX YCTPOICTB CheéMa, BHEIPEHHBIX B CIY)KEOHBIX MOMEIICHUAX WU
CKPBITHO HCHOJNB3yeMbIX (U3NYECKUMHU JIMIAMH TPU TOCEHICHUH WMH CIyXeOHBIX
IOMEIIEHUH.

Paboune mecra mnonw3oBareneid MCIIJIH opranus3oBaHbl TakuM 00pa3oM, 4yTOOBI ObLI
UCKIJIIOUEH CITy4yailHbIIl MpOoCMOTp MH(OPMALMU C 3KPaHOB aBTOMATHU3MPOBAHHBIX PabOUYMX
MecT. Ha OKHax yCTaHOBIIEHBI JKaJIO3U.

26. BeposTHOCTH peanu3alM yrpo3bl YTEUKH BHUIOBOW HMH(OpMAIUM oIpejesieHa Kak
HU3Kas, BO3MOKHOCTb PEAIN3aL[MU YTPO3BI ABIISIETCS CPEIHEN, ITOKA3ATENb OITACHOCTH YIPO3BI
- aKTyaJIbHasl.

27. BO3HMKHOBEHHE YTpO3bl YTeUKH HWHPOPMALMK TIO KaHaJaM  IMMOOOYHBIX
JIEKTPOMArHUTHBIX M3JIYyYEHMH M HAaBOJOK BO3MOYKHO 3a CUET IIEpexBaTa TEXHUYECKUMH
CpeICTBaMU MOOOUYHBIX (HE CBS3aHHBIX C MPSAMBIM (DYHKIMOHAJIBHBIM 3HAUEHUEM 3JIEMEHTOB
WCII[AH) wuHPOPMATUBHBIX 3JEKTPOMAarHUTHBIX TMOJEH U  AJIEKTPUYECKHX CHUTHAJOB,
BO3HUKAIOIIKX MpU 00pabOTKE MEPCOHANBHBIX JAHHBIX TexHUYecKkuMu cpeactsamu MCIIH.

Bee anementel MCII/IH HaxomsTrcs BHYTPHM KOHTPOJMPYEMOW 30HBI Ha JIOCTAaTOYHOM
paccTosHUM OT ee TpaHull. VHpopmaTuBHBIA cuUrHaJ B  KaHajax MOOOYHBIX
AJIEKTPOMAarHUTHBIX U3Iy4YEHU U HABOJOK COBPEMEHHBIX CPEJICTB BBIYUCIUTEIBHON TEXHUKH
OUY€Hb HU30K, U OH MacKHUpYyeTcss MHOKECTBOM JIPYTUX H3JIYyYEHHI OT aBTOMAaTHU3MPOBAHHbBIX
pabouux wmect, He coctosumx B MCII/IH, a Takxke OT HMPOYMX 3IIEMEHTOB COBPEMEHHOU
MH(OPMaMOHHON UHPPACTPYKTYPHI.

28. BeposTHOCTh pealin3alud yrpo3bl YTEUKHM WHGPOpPMAlMU MO KaHajaM MOOOYHBIX
ANIEKTPOMATHUTHBIX M3JIy4€HUN U HABOJOK OIPEAEIICHa KaK MaJOBEPOSATHAsl, BO3MOXXHOCTb
pean3alyy yrpossl BJISETCSI HU3KOM, T0OKa3aTelb ONNACHOCTU YIPO3bl - HEAKTyaJIbHAas.

29. OO6oOmeHHass WHPOpPMAIUS IO yrpo3aM yTEYKH HWHPOPMANUU MO TEXHHYECKHM
KaHajaMm InpezacrasiieHa B [Ipunoxkenun 2 k HacTosAel Mozaenu yrpos.

Pazpenr V  Yrpo3sl HeCaHKLHHOHMPOBAHHOIO J0ocTyna K HHpopManum B
HH(OPMALMOHHBIX CHCTEMaX MEePCOHATbHBIX JaHHBIX

VYrpo3sl HecankuonupoBanHoro npocryna B MCII[IH ¢ mpuMeHeHHEM MpOrpaMMHBIX U
IIPOrpPaMMHO-aIapPaTHbIX CPEICTB peannsyroTcs pu OCYILIECTBIECHUU
HECAaHKI[MOHMPOBAHHOIO, B TOM YHCJIE CIy4alHOro, JOCTYyINla, B pe3yJbTare KOTOPOIo



OCYIIECTBIISIETCS HapylleHHe KOH(PUIEHIUAIBHOCTH (KOMUPOBaHHE, HECAHKIIMOHUPOBAHHOE
pacnpocTpaHEHuE),  LEJOCTHOCTH  (YHUUYTOXKEHHE, U3MEHEHHWE) U JIOCTYNHOCTHU
(6moxupoBaHUe) MEPCOHATBHBIX JAHHBIX, U BKIIIOYAIOT B CEOS:

1) yrpo3bl goctyma (MPOHHKHOBEHHWS) B OICPALMOHHYIO Cpeoy KOMIBIOTEpa C
MCIOJIb30BaHUEM IITATHOTO MPOrpaMMHOr0 oOecrieueHus (CpeACTB ONEpPallHOHHON CHCTEMBI
WIM NIPUKJIAJHBIX IPOrpaMM OOLIET0 IPUMEHEHUS);

2) yrpo3bl CO3JIaHHs HEIITATHBIX PEKUMOB pabOThl MPOrpaMMHBIX (TIPOrpaMMHO-
anmapaTHbIX) CpPEACTB 3a CYET MpEeJAHAMEPEHHBIX M3MEHEHUH CIy)KEOHBIX JaHHBIX,
WUTHOPUPOBAHUSL MPEAYCMOTPEHHBIX B INTAaTHBIX YCJIOBHSX OrPAaHUYEHUN Ha COCTaB H
XapaKTepUCTUKU 0OpabdaTeiBacMOi WH(GOpMAIINU, UCKAKCHHS (MOIU(DHUKAIINN) CAMUX JTaHHBIX
U T.IL.;

3) yrpo3bl  BHEIpPEHHs  BPEJOHOCHBIX  HporpamMMm  (IIPOrpaMMHO-MaTeMaTHYECKOTO

BO3JICUCTBHS);

4) KOMOMHHMPOBAHHBIC YIPO3bl, TPEACTABISIIONINE COOOW COYETAaHHE yrpo3, YKa3aHHBIX B
noAnyHkrax 1 - 3 HacTosIIero MyHKTa.

30. Ucrounnkamu yrpo3 HecanKnoHupoBanHoro aoctyna B UCITIH MoryT ObITh:

1) HapymuTeNb;

2) HOCUTEIb BPEIOHOCHOM MPOTPaMMBI;

3) ammapatHasi 3aKJaiKa.

31. o Haym4mio mMpaBa MOCTOSHHOTO HJIM Pa30BOT0 JIOCTYNa B KOHTPOJIUPYEMYIO 30HY
NCITIarapymmTeny noapa3aeistoTcs Ha JIBa TUIIA:

1) mapymrenu, He umeromue nocryna k UCII[IH, peanusyromue yrpo3sl U3 BHEUIHUX
ceTeil CBs3M OOIIEro MONb30BaHUS W (WJIM) CeTe MEXIyHApOIHOTO HH(OPMAIIMOHHOTO
00MeHa, - BHELITHUE HAPYILIUTENH;

2) mapymmwmrenu, umetonme noctyn k WCIIIH, Bkarouas mosb3oBatenein WCITH,
peanusytoiue yrpo3sl HenocpeacTBeHno B UCII/IH, - BHyTpeHHHE HAPYIIUTEIIH.

32. HocuteneM BpeIOHOCHOM mporpaMmbl MOKET OBbITh ammapaTHBI  3JIEMEHT
KOMIIbIOTEpA WM [pOrpaMMHBIM  KOHTeWHep. Eciau BpenoHocHas mnporpaMma He
acCOLMUPYETCs C KakoM-mnbo NpUKIAJHOW MporpaMMmoi, TO B KadeCTBE €€ HOCUTEIs
paccMaTpUBaIOTCS:

1) oTuyXaaeMblii HOCUTENb, TO €CTh AucKeTa, onTHueckuil auck (CD-R, CD-RW), duam-
aMsITh, OTYYKIAE€MbIH JKECTKUH TUCK U T.IL.;

2) BCTpOCHHBIC HOCHTENM WH(pOpMAIMu (KECTKHE THCKH, MHKPOCXEMbI OIEpPaTHBHOMN
namsTH, MpPOLECCOp, MHUKPOCXEMbl CHUCTEMHOW IUIaThl, MHKPOCXEMBI  YCTPOWCTB,
BCTpaMBaeMbIX B CHCTEMHBIH OJIOK: BHA€0aJanTepa, CETeBOW IUIAThl, 3BYKOBOM ILIATHI,
MOJIEMa, YCTPOMCTB BBOJA/BBIBOJIa MArHMUTHBIX JKECTKUX W ONTHYECKUX JIMCKOB, OJIOKa
NUTAHUS U T.Il., MUKPOCXEMBI MPSIMOTO JOCTYNA K MaMATH, IIUH Tepelayn JaHHBIX, TTOPTOB
BBO/1a/BBIBO/IA);

3) MHKpOCXEMbI BHELITHUX YCTPONCTB (MOHHTOpPA, KIABHATYPBI, TPUHTEPA, MOJIEMa, CKaHepa

U T.IL.).

33. Ecmu  BpemoHOCHash TMporpaMma acCONMUPYETCs C KaKOW-THOO  MPHUKIIAHOM
nporpaMMoii, ¢ QaiaamMu, UMEIOIIMMHU ONpe/ETICHHbIE PaCIIUPEHUs] WIK WHBbIE aTpUOYTHI, C
COOOIIIEHUSIMH, TIEpeJaBaEMbIMU IO CETH, TO €€ HOCUTEINISIMU SIBIISIOTCS:

1) makeThl nepeaBaeMbIX 110 KOMITBIOTEPHOMN CETH COOOIICHHIA;

2) (baitsibl (TEKCTOBBIE, rpadUeCKHe, UCTIONHACMBIC U T.]1.).

34. llpuunnamu Bo3HUKHOBeHU ys3Bumocteit UCII/H aBnstoTes:

1) ommOKkM TPU NPOSKTHPOBAHMUM U pa3pabOTKE MPOrpaMMHOrO (IIPOrpaMMHO-
anmapaTHOro) o0ecrneyeHus;

2) mpeaHaMepeHHbIe JIEHCTBUS MO BHECCHHUIO YSI3BHMOCTEH B XOJ€ MPOCKTHPOBAHHS W
pa3paboTKU MPOrpaMMHOr0 (IIPOrpaMMHO-aNIaPaTHOr0) 00ECIIEYeHHUS;

3) HemnpaBWIbHBIC HACTPOMKH MPOTrPAMMHOTO OOECICUeHHs, HEMPABOMEPHOE M3MEHCHUE
PEKUMOBPAOOTHI YCTPOMCTB U MPOTPaAMM;

4) HeCaHKIMOHMPOBAHHOE BHEAPCHHWE M HCIOJIL30BAHUE HEYYTECHHBIX IPOrpaMM C
MOCJEIYIONMM HEOOOCHOBAHHBIM PACXOJ0BAaHUEM PECYpPCOB (3arpyska Ipoleccopa, 3axBaT
OTIePaTUBHOW MAMSTH U TIAMATH Ha BHEITHUX HOCUTEIISX );



5) BHenpeHHE BPEIOHOCHBIX MHPOrpaMM, CO3JAOIIUX YSI3BHMOCTH B IMPOTPaMMHOM U
IPOTPAMMHO - arIapaTHOM 00ECIIEYCHUH;

6) HECaHKIMOHHPOBAHHBIC HEYMBIIIICHHbBIC JCHCTBHS IOJB30BATENICH, MPUBOIIHE K
BO3HUKHOBEHUIO YSI3BUMOCTEI;

7) cOou B paboTe ammapaTHOro W MPOrPaMMHOrO oOecrieueHus: (BbI3BaHHBIE COOSMHU B
JJIEKTPOIIUTAHUH, BBIXOJAOM H3 CTpOsl alllapaTHBIX DJIEMEHTOB B PE3YyJbTaTe CTAPEHUS U
CHW)KEHUSI HAJIEKHOCTH, BHEIIHUMHU BO3JICHCTBUSAMU IEKTPOMArHUTHBIX NOJIEH TEXHUYECKUX
YCTPOMCTB U JIp.).

35.  VYrpo3sl gocryna (IPOHMKHOBEHHs) B OINEPALMOHHYIO Cpedy KOMIBIOTEpa U
HECaHKLIMOHUPOBAHHOTO JOCTYIIA K IEPCOHAIBHBIM JAHHBIM CBSI3aHBI C JOCTYIIOM:

1) x nadopMaMU ¥ KOMaHIaM, XpaHsaMMcs B 0a30Boil cucteme BBoja/BhiBoga (BIOS)
UCII[JH, ¢ BO3MOXXHOCTBIO MEpexBaTa YMNpPaBJICHUS 3arpy3KOid ONEPAllMOHHOW CHCTEMBI U
IIOJIyYE€HUEM MPaB JJOBEPEHHOIO M0JIb30BATENS;

2) B ONICpAlIOHHYKO Cpeay, TO €CTb B cpeay (YHKIMOHHPOBAHUS JIOKAIBHOM
OIEPALlMOHHON CHCTEMbI OTHEeNbHOro TexHuueckoro cpeincrsa MCIIJIH ¢ BO3MOXKHOCTBIO
BBINIOJIHEHUSI HECAHKIMOHUPOBAHHOIO JOCTyNa IIyTeM BbI30Ba IITATHBIX IPOrpaMMm
ONEpPAlMOHHON CHUCTEMbl WJIM 3alycKa CIELHAJbHO  pa3pabOTaHHBIX IPOrpamw,
pean3yIouX TakKue JeHCTBUS;

3) B cpeny OGYHKIMOHMPOBaHHS NPUKIAIHBIX MPOrpaMM (HAmpuMep, K JIOKaIbHON
cucTeMeyrnpaiieHUs 0a3aMu 1TaHHbBIX );

4) HemoCpeJCTBCHHO K HMH(pOpPMAaIMK MoJb3oBaTens (K (aiiam, TEKCTOBOW, ayauo- U
rpa¢puyeckoil uHGOpMaUMK, IOAAM H 3alMCAM B OJJIEKTPOHHBIX 0a3ax JaHHBIX) U
00yCJIOBJICHBI BO3MOYKHOCTBIO HapylIeHUS €€ KOHQUACHIHATBHOCTH, IEJIOCTHOCTH |
JIOCTYITHOCTH.

36. B cnyuyae ecnm UCII[lH peanmn3oBaHa Ha 0asze JIOKQIBHOW WM pacupeieleHHON
UH(POPMALIMOHHOM CHUCTEMBbI, TO B HEH MOTYT OBITh pEaJM30BaHbl yrpo3bl 0€30MaCHOCTH
uH(pOpMalLlMU MyTEM HCIOIb30BaHUS IPOTOKOJIOB MEXCETEBOro B3auMojaencTeus. [Ipu stom
MOXeT o00ecrneyuBaTbCcs HECAHKIIMOHUPOBAHHBIA JOCTYN K IE€PCOHAJIbHBIM JIaHHBIM WIIU
peann30BhIBATbCS yIrpo3a OTKaza B oOciyxuBaHuu. OCoOEHHO OMacHBI yrpo3bl, Korja
NUCII[An  npexacraBisger  coboil  pacmpeleneHHYl0  MH()OPMAIMOHHYIO  CHUCTEMY,
MOAKIIOYEHHYI0 K CEeTsAIM OOIIero ToJIb30BaHUA U (WJIH) CEeTIM MEXIYHApPOIHOTO
UH(POPMALIMOHHOTO OOMEHa.

37. TlporpaMMHO-MaTeMaTHYECKOE€ BO3JEHCTBHE - JTO BO3ACHCTBHE C IOMOIIBIO
BPEIOHOCHBIX NTPOTPAMM.

IIporpammoil ¢ TOTEHIMAIBHO OIACHBIMU ITOCIIEICTBUSAMU UM BPEIOHOCHOW IPOTPaMMOM
Ha3bIBAIOT HEKOTOPYIO CaMOCTOSITENIbHYIO TIporpaMMmy (Habop MHCTPYKIMI), KOTOpas
CHocoOHa BBIMOIHATH JII000€ HEMYCTOE MOAMHOKECTBO CIIEAYIOMNX (GYHKIUI:

CKpBIBATh MIPU3HAKK CBOETO NMPUCYTCTBUS B IPOTPAMMHOMN CpeJie KOMIIbIOTEPA;

o0nagaTh CIOCOOHOCTBIO K CaMOAyOJIMPOBAHUIO, ACCOLMHPOBAHUIO CE0Sl C JPYTUMH
nporpaMmMamMu M (WJK) MEPEHOCY CBOMX (PparMEeHTOB B HMHBIE OOJACTH OINEPATUBHON WIH
BHEUIHEW NTaMsATH;

paspymarh (MCKaXkaTh IPOU3BOIBHBIM 00pa30M) KO/ IPOrpaMM B OIlEpaTUBHON NaMSITH;

BBIMOJIHATH 0€3 WHUIMMPOBAHUS CO CTOPOHBI MOJB30BaTes  (MOJIB30BATEIBCKON
MPOrpaMMbl B IITATHOM PEXHUME €€ BBIIOJIHEHHUS) AECTPYKTHBHbIE (DYHKUINU (KOMUpPOBaHUE,
YHUYTOXEHUE, OJIOKUPOBAHHE U T.I1.);

COXpaHsiTh (pparMeHThl MH(OPMALMKM U3 ONEPaTUBHON MaMSITH B HEKOTOPBIX 00JACTIX
BHEIIHEW NMaMATH IPSIMOTO JOCTYyMNAa (JIOKAJIBHBIX WIN yaJI€HHBIX);

HCKaXXaTh MPOU3BOJIBHBIM 00pa3oM, OJOKMPOBaTh U (MJIM) MOAMEHSTH BBIBOJAUMBIN BO
BHEIIIHIOIO MAMATh MJIM B KaHaJ CBSI3M MaccUB MH(oOpMaIu, o0pa3oBaBLIMICS B pe3ysbTaTe
paboThl MPHUKIAJAHBIX MPOTpaMM, MU YK€ HaxoJIslIUecs] BO BHEIIHEW MaMATH MaCCUBBI
JTAaHHBIX.

38. OOoOmenHass wHpOpMAIUMs IO yrpo3aM HECAHKIMOHUPOBAHHOTO JIOCTyNa K
uHpopMalMu B HMHPOPMAIMOHHOW CHUCTEME IEpCOHANbHBIX JAHHBIX IpEACTaBlIe€HA B
[Tpunoxkennu 3 k HacTosIe Moenu yrpos.

[Tpunoxxenue 1



K Mozenu yrpo3 6e301acHOCTH MEPCOHATBHBIX
JAHHBIX TPU UX 00paboTKe B MHPOPMALIMOHHBIX
CHCTeMaXx MEePCOHATBHBIX JaHHBIX

IToxazaTenu HCXOHHOﬁ 3aIUIICHHOCTHU PIH(bOpMaHI/IOHHBIX CHUCTEM MEPCOHATIBHBIX OTaHHBIX

TexHUYecKre U IKCIUTyaTallHIOHHbIE XapaKTePUCTHKU YpoBeHb
3aIUIEHHOCTU

1. Tlo TeppuTOopHaIbLHOMY pa3MENIEHUIO Cpenuuii
2. I1o HaMM4INIO COEMUHEHMS C CETSIMH OOIIETO ITOJIB30BAHNS Cpenamii
3. ITo BcTpoeHHBIM (JIerajbHBIM) ONEPALMsM C 3aIUCsIMU 0a3 epCOHANBHBIX Cpennnit
JAHHBIX

4. Ilo pa3rpaHHYEHUIO JOCTYIA K IEPCOHAIBHBIM JaHHBIM Cpennnit
5. Ilo HanmumMIO COeMUHEHUH C APYTUMH 0a3aMH IEPCOHAIBHBIX TAHHBIX MHBIX Bricokuit

I/IH(I)OpMaLII/IOHHLIX CHCTEM IIEPCOHAIIBHBIX TaHHBIX

6. ITo ypoBHI0 0000meHws (00e3TMINBAaHNS) IEPCOHATBHBIX JaHHBIX Cpemamii

7.1lo O6’beMy MEPCOHAIBHBIX NJAaHHBIX, KOTOPbIC NPEAOCTABJIAOTCA CTOPOHHUM Bricokuit
II0JIB30BATCIIAIM I/IH(i)OpMaLII/IOHHI)IX CHUCTEM NEPCOHATIBHBIX

JAHHBIX Oe3MpeaBapuUTebHON 00padoTKN

[Tpunoxenue 2

K Moaenu yrpo3

0€30MMacCHOCTH MEePCOHATBHBIX

JTAHHBIX MPU UX 00paboTKe

B MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JaHHBIX

O60061menHas nHGOpMAaIUs IO Yrpo3aM YTEUKH HHPOPMAIUH 10 TEXHUYECKUM KaHaJlaM

HaumenoBanue yrposst BepostHocTb BosmoxHOCTB OmnacHoCTh AxTyallbH Meps! 1o
peall3aluy yrpo3bl peanu3anuu yrpo3bl OCTb MIPOTUBOJECUCTBUIO
YIpo3bl Yrpo3bl yrpose

YTpo3sl yreuky HHPOPMAINH 110 TEXHHIECKUM KaHaJIaM

YTpo3sl yTeuku MarnosepositHas Huskas Cpenusist Heakryanbnas He tpebyrotes

aKyCTHYECKOM

nHpopmanu

YTpo3bl yTeuku BHIOBOM Huskas Cpenusist Cpenusist AxTyanbHas Topsinok obpamieHus co

nHpOpMAII CITyKeOHOM
uHpOpManueld OrpaHMYEHHOTO
JI0CTyna

Yrpo3sl yTeuku MainoseposTHas Huskas Cpennsis HeakryanbpHas He tpedyrotcst

nH(pOpPMALMH 110 KaHaJIaM

TTOGOYHBIX

DJICKTPOMArHuTHBIX
PISIIyl{eHI/Iﬁ 1 HaBOJJOK

ITpunoxxenne 3

K Monenu yrpo3

0€30IacHOCTH NEPCOHANBHBIX JaHHBIX MTPH UX
00paboTke B HHGOPMAIIMOHHBIX CHCTEMaX
MIePCOHANBHBIX JTAHHBIX

O606H_[CHH8.$I I/IH(I)OpMaI_[I/ISI o Yrpo3aM HECCAHKIIHUOHUPOBAHHOT'O JOCTYyIIA K
HH(bOpMaL[HH BHH(I)OpMaHHOHHOﬁ CUCTCMC IICPCOHAIIBHBIX TAHHBIX

HaumenoBanue BepositHocTb Bo3smoxxHOCT OnacHocTb AKTyanbHOCTD MepbI 10 TPOTUBOJECHCTBHUIO YTpO3e
yIpo3bI peanu3anun peanusanuu yTpo3bl YIpo3bl

yrpo3bl YTPO3HI
YTpo3bl HECAHKIIMOHNPOBAHHOTO JOCTYIa K HH(pOPMAIMK B HHYOPMAIIMOHHOM CHCTEME IEPCOHABHBIX TaHHBIX
VYrpo3sl, Huskas Cpennsis Cpennsis AkTyanbHas IIpumeneHne cepTU(UIPOBAHHBIX CPEACTB
peanusyeMsic B 3aIUTHl HHQOPMALMHK OT HECAHKIIMOHHPOBAHHOTO
XOJIe 3arpy3KH JocTyna

OIepaMoOHHON
CUCTEMBI




VYrpossl, Humsxkas Cpenmsist Cpenmsist AxTyanpHas ITpumenenue cepTUGHUIMPOBAHHBIX CPEICTB

pean3yeMble mocie 3aIUTH HHGQOPMAIHY OT HECAaHKIIMOHUPOBAHHOTO

3arpysKu JIOCTYyIa, HHCTPYKIHS MOJIb30BATENS

OIIePAIIOHHON UH(OPMALHOHHON CHCTEMBI IIEPCOHATBHBIX JaHHBIX

CHCTEMBI

Yrpo3bl BHEAPEHUS Huskas Cpenuss Cpenuss AxTyasibHas [IprMeHeHue cepTUUIMPOBAHHBIX CPEICTB

BPEXOHOCHBIX 3aIUTH HHGOPMAIHU OT HECAaHKIIMOHUPOBAHHOTO

porpaMm JIOCTYyIa, AaHTUBUPYCHOTO IIPOIPAMMHOI0O
obecreueHus

VYrpo3s "Ananusa ManoBeposTH Cpennsist Cpenmsist HeakryanbHas He tpebyercs

cereBoro Tpaduxa" ast

Yrpo3bl BbISABICHUS Huskas Cpenuss Cpenuss AxTyasibHas [IpuMeHeHHe cepTU(UIMPOBAHHBIX CPEICTB

naposen 3aIUTH HH(POPMAIUH OT HECAHKIIHOHHPOBAHHOTO
JIOCTyIa, HHCTPYKIUS TTOJIb30BaTEIs
NH()OPMALOHHOH CHCTEMbI IEPCOHATIBHBIX JAHHBIX

VYrposst Huzkas Cpennsist Cpenmsist AxTyanpHas ITpuMeHeHue cepTUUINPOBAHHEIX CPEICTB

yIaJIeHHOTO 3aIUTH HHGOPMAIUU OT HECAaHKIIMOHUPOBAHHOTO

3aIycka JIOCTYIa, HHCTPYKIHS [OJIb30BATEsS

TIPUIIOXKSHUH UH(OPMAIMOHHON CHCTEMBI IEPCOHAIBHBIX
JTAHHBIX, HHCTPYKIUS aIMUHUCTPaTOpa
MH()OPMALOHHON CHCTEMbI IIEPCOHAIBHBIX JAHHBIX

Yrpo3sl BHEAPEHHS Huskas Cpenmsist Cpenmsist AxTyanpHas ITpuMeHeHue cepTU(UINPOBAHHEIX CPEICTB

1O CeTH
BPEIOHOCHBIX
porpaMm

3aIUTH HHGOPMAIHU OT HECAaHKIIMOHUPOBAHHOTO
JIOCTYIIa, HHCTPYKLHSI I10b30BaTelIs
MH(POPMAIMOHHON CHCTEMbI IIEPCOHAIBHBIX JAHHBIX




